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Purpose: to implement a real-time network monitoring and 
automated whatsapp alerting system for mikrotik infrastructure 
using PRTG network monitor, and to evaluate its fault detection 
capability and response time. 
Method: this study employed a research and development (R&D) 
method involving observation, interviews, system implementation, 
and functional testing. The system was implemented in a testing 
network using PRTG network monitor to monitor mikrotik 
infrastructure and integrated with a whatsapp gateway API for 
automated alerts. System performance was evaluated through fault 
simulation and response-time measurement. 
Findings: the system successfully monitored key mikrotik 
parameters, detected simulated network faults, and delivered 
automated whatsapp notifications. The PRTG detection time was 5–
10 seconds, whatsapp notification delivery took 3–5 seconds, and the 
total system response time was 8–15 seconds. 
Implications: the proposed system can improve the efficiency and 
responsiveness of network monitoring by providing centralized 
monitoring and automated real-time notifications, thereby 
supporting faster identification and response to network faults. 
Originality: lies in the integration of PRTG-based mikrotik 
infrastructure monitoring with a whatsapp gateway API to provide 
automated real-time fault notifications and evaluate end-to-end 
detection and notification response time. 
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Introduction 

The rapid development of information and communication technology has made 
computer networks a fundamental infrastructure for supporting business operations, 
particularly in internet service provider (ISP) environments (Aara et al., 2019; 
Mahmood & Yuksel, 2025). Network availability, reliability, and performance are critical 
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factors because disruptions can directly affect service quality, increase downtime, and 
ultimately reduce customer satisfaction (Khawar et al., 2024; Nurcahyanto et al., 2025). 
In an ISP environment, network conditions may change dynamically due to device 
failures, link interruptions, excessive traffic, packet loss, high latency, or other technical 
problems (Shahid et al., 2024). Therefore, continuous monitoring of network 
infrastructure is required to provide timely information regarding device availability 
and network performance (Aldea et al., 2023; Hegde & Varughese, 2022). Real-time 
monitoring is particularly important because early detection of abnormalities enables 
network administrators and technicians to respond to incidents before they develop 
into more serious service disruptions (Averineni, 2025; Kampourakis et al., 2025). 

In practice, however, network monitoring is not always implemented in a 
proactive and integrated manner. Based on observations and interviews conducted at 
PT Nextmedia Teknologi Indonesia, Sukomoro Branch, network monitoring activities 
prior to this research were still performed predominantly through manual checking. 
Administrators were required to check mikrotik devices periodically or became aware 
of network problems only after receiving complaints from customers. This condition 
creates a reactive monitoring pattern in which network problems may remain 
undetected between manual inspection intervals. Such a mechanism is less efficient, 
depends heavily on administrator availability, and can increase the time required to 
identify and respond to network incidents. Consequently, the absence of centralized and 
automated monitoring may contribute to delayed fault detection, prolonged 
troubleshooting processes, and potentially longer service downtime. 

The use of network monitoring systems provides an opportunity to overcome 
these limitations. PRTG network monitor is a network monitoring platform that can be 
used to centrally monitor network devices, services, and infrastructure through sensors 
and dashboards (Fathima & Devi, 2024). Previous research has demonstrated the 
applicability of PRTG for monitoring network and server conditions, indicating that 
centralized monitoring can improve the visibility of infrastructure status and facilitate 
the identification of network problems (Daud et al., 2024). Similarly, Arvianto et al. 
(2024) discussed the development of a network monitoring application based on 
Paessler Router Traffic Grapher, demonstrating the continued relevance of Paessler-
based monitoring approaches for observing network infrastructure. In addition, Daud et 
al. (2024) reported the use of PRTG network monitor for enterprise infrastructure 
monitoring, further supporting the role of centralized monitoring platforms in network 
management. 

Mikrotik routerOS provides additional capabilities that can support automated 
network monitoring and incident detection (Christanto et al., 2026). Its support for 
protocols and mechanisms such as SNMP, API, scripting, scheduler, and Netwatch 
enables administrators to obtain device information, monitor connectivity, and execute 
automated actions when specific network conditions occur (Bojović & Bojović, 2025). 
Ardiansyah et al. (2026) examined the utilization of mikrotik RouterOS in network 
monitoring, while their subsequent work discussed network monitoring using mikrotik 
RouterOS through an API-based approach. These studies indicate that mikrotik 
infrastructure can be integrated with monitoring mechanisms to provide more 
systematic information regarding network conditions. From a broader perspective, real-
time monitoring has also been recognized as an important component in modern 
network environments because continuous observation can provide timely information 
about abnormal conditions and support faster operational responses (Kebande et al., 
2021). Furthermore, intelligent and real-time alert mechanisms have been investigated 
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as a means of improving the responsiveness of network monitoring systems (Zhang et 
al., 2025). 

Although centralized monitoring can provide information through dashboards, 
monitoring alone does not necessarily guarantee that technicians will immediately 
become aware of a detected incident. An effective monitoring system therefore needs to 
be complemented by an automated notification mechanism that can deliver alerts 
directly to operational personnel. Previous research has investigated automated 
notification mechanisms for computer network monitoring, demonstrating the potential 
of automated alerts to improve the delivery of network incident information (Safinah, 
2026; Tanimu et al., 2026). WhatsApp is particularly relevant as a notification medium 
because it is widely used for real-time communication and can provide direct access to 
operational personnel (Lee et al., 2024). Kavitha et al. (2024) examined whatsapp as a 
real-time notification tool, while Febriani et al. (2025) investigated the implementation 
of a whatsapp gateway API for network monitoring systems. These studies provide 
evidence that whatsapp-based notifications can be utilized to distribute monitoring 
information automatically rather than relying exclusively on a monitoring dashboard. 

Nevertheless, the existing literature generally addresses network monitoring, 
mikrotik-based monitoring, PRTG implementation, or automated messaging as separate 
components. Several studies focus on the implementation of PRTG as a monitoring 
platform (Daud et al., 2024; Fuzi et al., 2023), while other studies emphasize mikrotik 
routerOS and API-based monitoring (Ardiansyah et al., 2026). Other research 
investigates automated network notification or whatsapp gateway implementation 
(Febriani et al., 2025; Safinah, 2026). In addition, research on network downtime 
highlights that delays in detecting network disturbances can negatively affect service 
availability and operational performance, particularly in ISP environments (Murphy et 
al., 2024; Troia et al., 2022). However, there remains a practical and research gap in the 
integration of centralized PRTG-based monitoring of mikrotik infrastructure with 
automated, real-time whatsapp alerting, particularly in the operational context of an ISP 
branch. The gap is not merely the absence of another monitoring platform, but the need 
to establish and evaluate an end-to-end mechanism that connects network condition 
detection, automated event triggering, message delivery, and technician response within 
a single monitoring workflow. 

Based on this gap, the novelty of this research lies in the implementation and 
evaluation of an integrated monitoring and alerting architecture in which PRTG network 
monitor functions as the centralized monitoring platform for mikrotik infrastructure. At 
the same time, a whatsapp gateway API serves as the automated notification channel for 
detected network incidents. The proposed approach is designed to transform the 
existing monitoring process from a predominantly manual and reactive mechanism into 
a more centralized, automated, and proactive workflow. In addition to implementing the 
integration, this research evaluates the system based on its ability to detect selected 
network disturbances, deliver automated notifications, and measure response time 
between the occurrence or detection of a network event and the delivery of the 
corresponding whatsapp alert. Thus, the research extends previous studies by not only 
implementing monitoring and notification technologies individually, but also examining 
their operational integration and performance as an end-to-end network incident 
alerting mechanism. 

Accordingly, the main objective of this research is to design and implement a 
real-time network monitoring and automated whatsapp alerting system for mikrotik 
infrastructure using PRTG network monitor at PT Nextmedia Teknologi Indonesia, 
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Sukomoro Branch. More specifically, the research aims to: (1) develop a centralized 
monitoring mechanism for mikrotik network infrastructure using PRTG; (2) integrate 
PRTG monitoring events with a whatsapp gateway API to automatically distribute 
network alerts; (3) evaluate the capability of the proposed system to detect selected 
network conditions, including host status, latency, packet loss, throughput, and uptime; 
and (4) measure the response time and assess the effectiveness of the proposed 
mechanism in supporting faster network monitoring and incident identification. 

This research is important because the effectiveness of network management is 
not determined solely by the availability of monitoring information, but also by how 
quickly and reliably that information reaches personnel responsible for network 
operations. For an ISP, even a relatively short delay in identifying and communicating a 
network problem can affect troubleshooting time and service continuity. By integrating 
monitoring and automated notification, network administrators can receive incident 
information without continuously observing the monitoring dashboard. The resulting 
mechanism is therefore expected to reduce dependence on manual checking, improve 
the timeliness of incident awareness, and support a more proactive approach to network 
maintenance. The research also provides an empirical basis for determining whether the 
proposed integration can produce measurable improvements in the speed and 
effectiveness of network incident notification. 

The expected contribution of this research is both practical and academic. From a 
practical perspective, the proposed system is expected to provide PT Nextmedia 
Teknologi Indonesia with a more systematic mechanism for monitoring mikrotik 
infrastructure and communicating network incidents to technicians through a 
commonly used communication channel. The system is also expected to support faster 
identification of network problems and improve the efficiency of operational 
monitoring. From an academic perspective, this research contributes an implementation 
and evaluation model for integrating PRTG-based network monitoring with automated 
whatsapp alerting in an ISP environment. The results may serve as a reference for 
further research concerning real-time network monitoring, automated incident 
notification, mikrotik infrastructure management, and the integration of network 
monitoring platforms with messaging-based alert systems. 
 
Method 

This research employed a research and development (R&D) approach because 
the study was intended not only to identify and describe existing network monitoring 
problems but also to design, implement, and evaluate a monitoring system that 
addresses the operational requirements of the research object. The R&D approach was 
considered appropriate because the output of the research is a functional system that 
integrates network monitoring and automated notification mechanisms. The 
development process involved requirement analysis, system architecture design, 
implementation, integration, and functional evaluation. The research was conducted in 
the testing network environment of PT Nextmedia Teknologi Indonesia, Sukomoro 
Branch. The testing environment was intentionally separated from the primary 
production network to minimize the risk of disrupting operational services and 
customer connectivity. This separation also provided a controlled environment for 
conducting network fault simulations and evaluating the response of the proposed 
monitoring and notification system. Consequently, network disturbances could be 
generated deliberately without directly affecting the service level agreement (SLA) and 
services delivered to customers. 
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Data were collected using observation, interviews, and documentation. 
Observation was conducted to identify the existing network topology, types of network 
devices, monitoring procedures, communication paths, and common network 
disturbances encountered during operational activities. The observation process also 
examined how administrators and the Network Operation Center (NOC) currently 
identify and respond to network problems. Interviews were conducted with NOC 
personnel and technical staff who are directly involved in network monitoring and 
troubleshooting. The interviews focused on identifying limitations in the existing 
manual monitoring process, determining the network parameters that need to be 
monitored, identifying the types of incidents that require immediate notification, and 
determining the information that should be included in automated alerts. The results of 
the interviews were subsequently used as requirements for designing the proposed 
monitoring and notification system. 

Documentation was used to collect supporting evidence throughout the 
implementation and testing processes. The documentation included network topology 
information, device configurations, PRTG dashboard displays, sensor configurations, 
testing results, system response measurements, and examples of whatsapp notifications 
generated by the system. These three data collection techniques were used 
complementarily to ensure that the developed system was based on actual operational 
requirements and that the implementation results could be properly documented. The 
research procedure consisted of several sequential stages: (1) requirements analysis, 
(2) system architecture design, (3) PRTG server preparation and implementation, (4) 
mikrotik device integration, (5) sensor configuration, (6) whatsapp gateway API 
integration, and (7) system testing and evaluation. The requirements analysis stage 
identified the monitoring needs and notification requirements based on observations 
and interviews. The architecture design stage then defined the relationship between the 
mikrotik devices, PRTG monitoring server, network infrastructure, and whatsapp 
gateway API. 

The implementation stage began with the preparation of the monitoring server 
and installation of PRTG network monitor. The mikrotik devices were subsequently 
registered as monitoring objects and configured with the required monitoring 
mechanisms. Sensors were configured to observe important network conditions, 
including host status, ping, packet loss, latency, interface status, and uptime. These 
parameters were selected because they provide information about device availability, 
connectivity quality, interface conditions, and service continuity. After the monitoring 
mechanism had been established, PRTG was integrated with the whatsapp gateway API. 
The integration was designed so that a relevant monitoring event generated by PRTG 
could trigger an automated notification containing essential incident information, such 
as the affected device, detected condition, status, and event time. This mechanism was 
intended to reduce dependence on continuous dashboard observation and enable NOC 
personnel or administrators to receive incident information more promptly. 

The overall architecture of the proposed monitoring system is presented in 
Figure 1. The architecture consists of the mikrotik RouterOS device as the primary 
network object being monitored, the PRTG network monitor server as the centralized 
monitoring platform, and the whatsapp gateway API as the automated notification 
channel. The supporting network infrastructure consists of a switch and client 
computers used for connectivity and testing purposes. 
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Figure 1 PRTG-based network monitoring system architecture 

 
As illustrated in Figure 1, the mikrotik device provides network and device status 

information to the PRTG monitoring server through the configured monitoring 
mechanism. PRTG processes the collected information through its sensors and presents 
the results through a centralized dashboard. When a monitored parameter reaches a 
predefined abnormal condition, PRTG generates an alert event. The alert is then 
forwarded to the whatsapp gateway API, which processes the request and delivers an 
automated notification to the designated administrator or NOC personnel. This 
architecture establishes an integrated flow from network condition detection to 
automated incident notification. The operational sequence of the monitoring and 
notification process is presented in Figure 2. The workflow begins when the mikrotik 
device operates under normal network conditions. PRTG continuously monitors the 
configured sensors and evaluates the collected values against the defined monitoring 
conditions. When no abnormal condition is detected, the monitoring process continues 
normally. When a fault or abnormal condition is detected, PRTG generates an alert and 
initiates the notification process through the configured integration mechanism. 

 

 
Figure 2 flowchart of the PRTG monitoring and whatsapp notification process 

 
As shown in Figure 2, the notification workflow connects the three principal 

components of the system: Mikrotik, PRTG, and whatsapp gateway API. The process is 
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designed as an automated, event-driven mechanism. A network disturbance first occurs 
on the monitored infrastructure, followed by detection by the corresponding PRTG 
sensor. The resulting alert is then processed by the notification integration and 
transmitted through the whatsapp gateway API. Finally, the administrator or NOC 
personnel receives the notification and can initiate the appropriate troubleshooting 
process. This workflow allows network incidents to be communicated without requiring 
continuous manual inspection of the PRTG dashboard. The hardware and software 
components used in the implementation are summarized in Table 1. 
 
Table 1 hardware and software components used in the system 

Nu. Component Function 
1 Mikrotik routerOS Acts as the network gateway and primary monitoring object 
2 Ubuntu linux server Provides the server environment for the monitoring system 
3 PRTG network 

monitor 
Performs centralized monitoring of hosts, network parameters, and 
services 

4 Whatsapp gateway 
API 

Delivers automated network incident notifications through whatsapp 

5 Network switch Provides network connectivity and distributes traffic between devices 
6 Client PC Serves as a network endpoint for connectivity and fault-simulation 

testing 

 
As presented in Table 1, the system requires a combination of network hardware 

and software components that operate as an integrated monitoring environment. 
mikrotik routerOS functions as the primary network infrastructure being monitored, 
while the Ubuntu Linux server provides the server environment for the monitoring 
implementation. PRTG functions as the central monitoring and alert-generation 
platform, whereas the whatsapp gateway API serves as the communication channel for 
automated notifications. The switch and client PC support network connectivity and 
controlled testing activities. The monitoring configuration focused on several 
parameters representing network availability and performance. Host status was used to 
determine whether a monitored device was reachable or unavailable. Ping and latency 
were used to evaluate connectivity and response time between the monitoring server 
and the monitored device. Packet loss was used to identify degradation in 
communication quality, while interface status was used to determine whether a 
monitored network interface was operational. Uptime was used to observe service 
continuity and device availability over time. System evaluation consisted of three 
complementary testing approaches: Black box testing, fault simulation, and response-
time measurement. Black box testing was used to verify whether each functional 
component produced the expected output based on a given input without examining its 
internal implementation. The functional tests included sensor operation, alert 
generation, integration with the whatsapp gateway API, and delivery of notification 
messages. 

Fault simulation was performed to evaluate the ability of the monitoring system 
to detect predefined network disturbances. Several scenarios were introduced in the 
controlled testing environment, including loss of connectivity, interface deactivation, 
increased latency, and other selected abnormal network conditions. The resulting PRTG 
status and notification behavior were then observed and recorded. The purpose of these 
simulations was to determine whether the system could correctly identify the simulated 
conditions and trigger the appropriate notification. Response-time measurement was 
conducted to evaluate the timeliness of the alerting mechanism. The measurement 
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considered the interval between the occurrence or detection of a simulated network 
disturbance and the receipt of the corresponding whatsapp notification. The results 
were recorded for each testing scenario and used to assess the responsiveness of the 
integrated monitoring and notification mechanism. 

All fault simulations were conducted within the designated testing network 
rather than the production network. This approach was necessary because some testing 
scenarios required deliberate disruption of network connectivity or changes to device 
and interface conditions. Conducting these experiments in an isolated environment 
reduced the possibility of affecting customer services and operational SLA 
commitments. The controlled testing environment also enabled the same fault scenarios 
to be reproduced under predefined conditions. Each scenario was observed from the 
occurrence of the network disturbance, detection by the relevant PRTG sensor, 
generation of the alert, transmission through the whatsapp gateway API, and final 
receipt of the notification by the designated recipient. The complete sequence was 
documented to provide evidence for evaluating both the functional performance and 
responsiveness of the proposed system. Through this methodology, the research 
evaluated not only whether PRTG could monitor mikrotik infrastructure, but also 
whether the integration with the whatsapp gateway API could transform detected 
network events into timely and actionable notifications. The combination of functional 
testing, controlled fault simulation, and response-time measurement therefore provides 
a basis for assessing the effectiveness of the proposed real-time monitoring and 
automated alerting system. 
 

Results and discussion 
 
Existing monitoring condition and system implementation 

Before the implementation of the proposed system, network monitoring at PT 
Nextmedia Teknologi Indonesia, Sukomoro Branch, was primarily conducted through 
manual inspection of mikrotik routers or through information received from customers 
when service disruptions occurred. This condition resulted in a reactive monitoring 
process because network administrators could not continuously observe the condition 
of all network devices. Consequently, a network problem could remain undetected until 
the device was manually checked or a customer reported a service interruption. The 
initial observation therefore confirmed the need for a centralized monitoring 
mechanism capable of continuously providing information about network conditions. 

Following the implementation, PRTG network monitor was established as the 
centralized monitoring platform. The implementation began with the installation and 
configuration of PRTG, followed by the registration of the mikrotik devices that would 
be monitored. The devices were organized into appropriate device groups to simplify 
monitoring and management. After a device was successfully registered, relevant 
sensors were configured according to the monitoring requirements. PRTG subsequently 
collected network information periodically and presented the results through a 
centralized dashboard. The monitoring parameters selected for the mikrotik 
infrastructure are presented in Table 2. 
 
Table 2 monitoring parameters for mikrotik infrastructure 

Nu. Parameter Description 
1 Host status Indicates whether the monitored device is reachable or unreachable 
2 Ping Indicates basic network connectivity 
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Nu. Parameter Description 
3 Packet loss Measures the percentage of packets lost during communication 
4 Latency Measures the delay in network communication 
5 Interface status Indicates the operational condition of a network interface 
6 Uptime Indicates the duration for which a device has remained operational 

 
As shown in Table 2, the selected parameters represent both network availability 

and connectivity quality. Host status and ping provide basic information about device 
reachability, while packet loss and latency provide additional information regarding 
communication quality. Interface status provides information about the operational 
condition of individual interfaces, whereas uptime represents the continuity of device 
operation. The combination of these parameters enables administrators to obtain a 
broader view of network conditions rather than relying solely on device availability. The 
resulting monitoring dashboard is presented in Figure 3. 
 

 
Figure 3 PRTG dashboard after network monitoring implementation 

 
Figure 3 shows the PRTG dashboard containing device groups, monitored hosts, 

and sensor information. The centralized dashboard represents a substantial change 
from the previous manual monitoring mechanism because network information can be 
accessed from a single interface. Administrators can therefore identify changes in device 
status and sensor conditions without logging into each mikrotik device individually. This 
configuration also provides a more structured basis for subsequent fault detection and 
notification. 
 
Functional testing results 

Functional testing was conducted to determine whether the main components of 
the proposed system operated according to the defined requirements. Five test 
scenarios were used: disconnecting a mikrotik device, restoring the connection, sending 
an automated whatsapp notification, monitoring latency, and monitoring packet loss. 
The results of the functional tests are presented in Table 3. 

 
Table 3 functional testing results 

Nu. Test scenario Expected result Result 
1 Disconnect the mikrotik device Host status changes to DOWN Successful 
2 Restore the mikrotik connection Host status changes to UP Successful 
3 Send whatsapp notification Notification is delivered automatically Successful 
4 Monitor latency Latency data is displayed Successful 
5 Monitor packet loss Packet-loss data is displayed Successful 
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As presented in Table 3, all functional test scenarios produced the expected 
results. When the mikrotik connection was intentionally interrupted, PRTG successfully 
detected the change and displayed the host as down. When the connection was restored, 
the host status returned to up. The system also successfully displayed latency and 
packet-loss information and transmitted automated whatsapp notifications. These 
results indicate that the fundamental monitoring, alerting, and notification functions 
were successfully integrated. The process of registering a monitored device is illustrated 
in Figure 4. 
 

 
Figure 4 add device process in PRTG 

 
Figure 4 illustrates the process of adding a mikrotik device to PRTG. This stage is 

essential because the monitoring process cannot begin until the device has been 
successfully registered and recognized by the monitoring platform. After the device was 
successfully added, the administrator could proceed with the configuration of sensors 
corresponding to the required monitoring parameters. The sensor configuration stage is 
shown in Figure 5. 
 

 
Figure 5 sensor selection and configuration in PRTG 

 
Figure 5 demonstrates the selection and addition of sensors used to obtain 

information from the monitored host. The administrator can select sensors according to 
the required monitoring objectives, including sensors related to connectivity, packet 
loss, latency, interface conditions, and other relevant parameters. Appropriate sensor 
selection is important because the quality and relevance of the information displayed by 
PRTG depend on the monitoring functions configured for each device. 

 
Network fault detection results 

After the functional tests were completed, fault-detection tests were performed 
to evaluate the system under simulated abnormal network conditions. Four scenarios 
were selected based on conditions that may occur in network operations: interface 
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down, link disconnection, high packet loss, and high latency. The purpose of this stage 
was to determine whether the monitoring system could identify changes from normal 
network conditions and subsequently initiate the notification process. The results of the 
fault-detection tests are summarized in Table 4. 
 
Table 4 network fault detection results 

Nu. Fault scenario PRTG detection Whatsapp notification 
1 Interface down Detected Delivered 
2 Link disconnection Detected Delivered 
3 High packet loss Detected Delivered 
4 High latency Detected Delivered 

 
Table 4 demonstrates that all four simulated fault conditions were successfully 

detected by PRTG and followed by whatsapp notification delivery. Interface-down and 
link-disconnection scenarios provided information regarding device or connection 
availability, while high packet loss and high latency provided indications of degraded 
network quality. The results demonstrate that the proposed system was capable of 
monitoring both binary availability conditions and performance-related network 
conditions. The notification output generated by the integrated system is shown in 
Figure 6. 
 

 
Figure 6 up/down notification delivered through whatsapp gateway API 

 
As illustrated in Figure 6, the notification contains essential incident information, 

including the device name, IP address, up/down status, and event time. The concise 
notification format enables technicians to identify the affected device and its condition 
without continuously accessing the PRTG dashboard. This mechanism is particularly 
useful when administrators or NOC personnel are not actively viewing the monitoring 
interface. 

 
System response time and stability 

Response-time testing was performed to evaluate the timeliness of the integrated 
monitoring and notification mechanism. The measurement focused on three stages: the 
time required for PRTG to detect a network disturbance, the time required to transmit 
the notification through the whatsapp gateway API, and the resulting total response 
time. The test results are presented in Table 5. 
 
Table 5 system response-time testing results 

Nu. Measurement component Average time 
1 PRTG network fault detection 5–10 seconds 
2 Whatsapp notification delivery 3–5 seconds 
3 Total system response 8–15 seconds 

 
The results in Table 5 show that PRTG detected the simulated network 

disturbances within approximately 5–10 seconds, while whatsapp notification delivery 
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required approximately 3–5 seconds. The resulting total response time was 
approximately 8–15 seconds. Within the controlled testing environment, this indicates 
that the integrated system was capable of converting a network event into an 
operational notification within a relatively short period. It is important to interpret 
these values within the context of the testing environment. The measured response time 
represents the combined behavior of network detection, PRTG processing, integration 
processing, and whatsapp gateway delivery. Therefore, the result should not be 
interpreted as a universal response time for all deployment environments. Variations in 
network conditions, PRTG configuration, server performance, gateway processing, and 
Internet connectivity may produce different results in production environments. In 
addition to response time, system stability was observed while monitoring several 
devices simultaneously. During the testing period, the PRTG dashboard continued to 
display device and sensor statuses, monitoring processes remained operational, and 
whatsapp notifications were delivered normally. No significant delays or failures were 
observed within the scope of the conducted tests. The whatsapp gateway interface used 
in the integration is presented in Figure 7. 

 

 
Figure 7 whatsapp gateway API interface after integration 

 
Figure 7 shows the whatsapp gateway API interface used as the communication 

layer between the monitoring system and the whatsapp recipient. The successful 
delivery of notifications confirms that the integration mechanism was operational. The 
gateway therefore served as an important component in extending PRTG's monitoring 
capability from a dashboard-based system into an automated communication 
mechanism. 

 
Sensor and monitoring verification 

Further verification was performed to ensure that the configured sensors were 
actively collecting information from the monitored hosts. Figure 8 shows an example of 
a sensor that was successfully added and had started monitoring a host. 
 

 
Figure 8 successfully configured sensor monitoring a host 
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As shown in Figure 8, the sensor was successfully registered and began collecting 
information from the monitored host. This result confirms the operational relationship 
between device registration, sensor configuration, data collection, dashboard 
visualization, and alert generation. The sensor therefore represents the fundamental 
measurement layer of the proposed monitoring architecture. 

 
Comparison before and after implementation 

To evaluate the practical impact of the implementation, the monitoring 
conditions before and after system deployment were compared. Before implementation, 
network information was obtained primarily through manual device inspection or 
customer reports. After implementation, network conditions could be monitored 
centrally through PRTG, while selected incidents could be communicated automatically 
through whatsapp. The comparison is presented in Table 6. 
 
Table 6 comparison of monitoring conditions before and after implementation 

Aspect Before implementation After implementation 
Monitoring mechanism Manual device inspection and 

customer reports 
Centralized monitoring through PRTG 
dashboard 

Fault detection Relatively delayed and reactive Faster through sensors and automated 
alerts 

Information delivery Dependent on manual 
communication 

Automated through whatsapp gateway 
API 

Technician response Dependent on when the incident 
became known 

Supported by faster incident notification 

Status documentation Limited and not centralized Available through dashboard and 
monitoring records 

 
Table 6 indicates that the principal improvement was not simply the replacement 

of manual monitoring with a software platform, but the transformation of the overall 
information flow. Previously, the detection process depended heavily on periodic 
inspection and external reports. Following implementation, the monitoring process 
became centralized, sensor-based, and supported by automated communication. This 
change reduces the dependency on continuous manual observation and provides 
technicians with earlier information about network abnormalities. 

The findings demonstrate that the integration of PRTG network monitor with a 
whatsapp gateway API can improve the operational mechanism for monitoring mikrotik 
infrastructure within the tested ISP environment. The functional tests showed that the 
system successfully monitored network parameters, detected simulated disturbances, 
and delivered automated notifications. More importantly, the response-time test 
demonstrated that the complete monitoring-to-notification process could operate 
within approximately 8–15 seconds under the conditions of the testing environment. 
This finding indicates that the proposed architecture can transform network monitoring 
from a predominantly reactive process into a more proactive incident-awareness 
mechanism. 

The findings are consistent with previous research concerning centralized 
network monitoring. Fuzi et al. (2023) demonstrated the application of PRTG network 
monitor for monitoring networks and servers, supporting the use of centralized 
monitoring to improve infrastructure visibility. Similarly, Daud et al. (2024) reported 
the use of PRTG for enterprise infrastructure monitoring. The present research extends 
these findings by incorporating automated whatsapp-based incident communication 
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into the monitoring workflow rather than limiting the monitoring function to dashboard 
visualization. 

The findings are also related to previous studies on mikrotik-based monitoring. 
Ardiansyah et al. (2026) discussed the utilization of mikrotik RouterOS for network 
monitoring and an API-based monitoring approach. Their findings support the feasibility 
of using mikrotik capabilities as part of an automated monitoring environment. In the 
present study, however, mikrotik infrastructure is positioned as the monitored network 
object within a centralized PRTG architecture. At the same time, the notification 
mechanism is implemented through an external whatsapp gateway API. This creates an 
end-to-end workflow that connects infrastructure monitoring with operational 
communication. 

The successful notification results are consistent with research on automated 
network alerts. Safinah (2026) investigated automated notification mechanisms for 
computer network monitoring, while Febriani et al. (2025) examined the 
implementation of a whatsapp gateway API for network monitoring. Kavitha et al. 
(2024) also highlighted the potential of whatsapp as a real-time notification medium. 
The present findings strengthen these observations by demonstrating their application 
in an integrated PRTG–mikrotik environment and by measuring the resulting 
notification response time. Therefore, the contribution of this research is not merely the 
use of whatsapp as a notification medium, but the integration of automated alert 
generation, message transmission, and network-event detection into a single 
operational workflow. 

The detection of interface failure, link disconnection, high packet loss, and high 
latency also supports the broader argument that real-time monitoring can improve 
awareness of abnormal network conditions. Kebande et al. (2021) emphasized the 
relevance of real-time monitoring in modern network environments, while Zhang et al. 
(2025) discussed real-time monitoring combined with alert mechanisms. In addition, 
Hassan & Mansour (2024) highlighted the relationship between delayed fault detection 
and network downtime in ISP environments. The present research provides an 
implementation-level response to this issue by establishing an automated mechanism 
that detects selected network disturbances and immediately communicates them to 
operational personnel. 

Nevertheless, the results should be interpreted within the limitations of the 
research. The implementation was conducted in a testing environment rather than the 
production network, meaning that the measured response times and stability results 
may differ under actual production traffic and larger-scale deployment. The notification 
mechanism also depends on the availability of the Internet connection and whatsapp 
gateway API service. Furthermore, the monitoring parameters used in this study 
represent selected aspects of network availability and performance and do not cover 
every possible network-security or infrastructure-performance indicator. 

Overall, the findings indicate that the proposed integration provides a practical 
improvement over the previous manual monitoring mechanism. PRTG provides 
centralized visibility and automated event detection, while the whatsapp gateway API 
extends this capability by delivering incident information directly to technicians. The 
combination reduces dependence on manual dashboard observation, improves the 
timeliness of fault information, and provides a more structured basis for network 
incident response. In this sense, the main value of the implementation lies in the 
integration of monitoring, detection, notification, and operational awareness into a 
continuous workflow for mikrotik infrastructure. 
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Conclusions 
This research successfully implemented a real-time network monitoring and 

automated whatsapp alerting system for mikrotik infrastructure using PRTG network 
monitor at PT Nextmedia Teknologi Indonesia, Sukomoro Branch. The results 
demonstrate that PRTG was able to centrally monitor key network parameters, 
including host status, ping, packet loss, latency, interface status, and uptime. Functional 
and fault-detection testing showed that the system successfully identified simulated 
conditions such as interface failure, link disconnection, high packet loss, and high 
latency, and subsequently delivered automated notifications through the whatsapp 
gateway API. The response-time evaluation showed a PRTG detection time of 
approximately 5–10 seconds, a whatsapp notification delivery time of 3–5 seconds, and 
a total system response time of approximately 8–15 seconds under the testing 
conditions. These findings indicate that the proposed system can provide faster network 
incident awareness compared with the previous manual and reactive monitoring 
process. 

From a practical perspective, the integration of PRTG and whatsapp gateway API 
contributes to a more centralized, automated, and proactive monitoring mechanism for 
mikrotik infrastructure. The system reduces dependence on continuous manual 
dashboard observation and enables NOC personnel or administrators to receive 
network incident information directly through whatsapp, thereby supporting faster 
identification and initial response to network problems. However, the findings should be 
interpreted within the scope of the study. The implementation and testing were 
conducted on the internal and testing networks of the Sukomoro Branch and therefore 
do not fully represent the complexity of the production network. The system also 
depends on Internet connectivity and the availability of the whatsapp gateway API. In 
addition, the monitoring configuration focused primarily on basic network availability 
and performance parameters and did not comprehensively address quality of service, 
application performance, advanced security mechanisms, notification-data encryption, 
API authentication hardening, or protection against cyberattacks. The study also did not 
compare PRTG performance with other network monitoring platforms. 

Future research should therefore evaluate the proposed system in a larger-scale 
production or multi-site ISP environment to determine its scalability, reliability, and 
performance under actual operational traffic. Further studies could expand the 
monitoring parameters to include comprehensive Quality of Service indicators, 
application-level performance, traffic analysis, and security-related metrics. The 
whatsapp integration could also be strengthened through encrypted notification data, 
more robust API authentication, access control, and security mechanisms against 
unauthorized access or cyberattacks. In addition, comparative experiments involving 
PRTG and alternative network monitoring platforms could be conducted using 
standardized indicators such as detection accuracy, response time, resource 
consumption, scalability, reliability, and notification performance. Such improvements 
would provide a broader empirical basis for assessing the effectiveness and applicability 
of integrated real-time network monitoring and automated alerting systems in ISP 
environments. 
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